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Online Safety

Keeping young people safe on the Internet



The Internet is greatt M

The Internet is an amazing place, full of information and tools

 |Information for homework and research

" Wherever you

¢ E'ma” ?hre wherever
] ey are -
«  Photos and images e

« Shared videos and music

«  Ways of communicating with friends and family g - T
— video calling P oon Landing 1989

 Games and puzzles and entertainment
*  Online shopping, travel booking and
 Up to date news and opinion

P

A

&0 ;
T W
W =y

Uil B WIKIPEDIA
The Free Emyﬂ&yfvm'm

ey s g R ¥ [ S et e o i o

amazon.co.uk




Logo Quiz
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Facebook  Messenger ~ WhatsApp Twitter Instagram You Tube

O

Snapchat Twitch Tik Tok Facecast

kik-

Kik

Steam Roblox Miniclip Fortnite Minecraft




What do young people do online? £

Children enjoy many different activities online...

* Watching
* Talking

* Playing

* Reading
* Creating
* Sharing



Where do young people go online? 2%

Children have access to the Internet in many places, often with no adults
present...

 Computers and laptops in their bedroom
* At their friends houses

e At school during lessons

* At an after-school club

e At the library or IDEAS Store

e At the shopping centre

* At ayouth centre or sports centre

* At acyber-cafe
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How do young people go online? %

Young people have access to the Internet on many different devices and
technology

 Computers and laptops

* Mobile phones and smart phones ,
» iPads and tablets e
* Some TVs and DVD players ‘

 Game Consoles — Wii, PlayStation,
 Hand-Held game devices - Nintendo




What are the dangers?

There are some dangers when using the
Internet...

« Strangers getting access to your personal information
* Finding false, biased or inaccurate information

* Downloading a computer virus

« Signing up to expensive contracts or scams

« Seeing unsuitable material and images

- Talking to strangers

* Arranging to meet people you don’t know

» Being bullied online — cyber-bullying

« Strangers finding your location




%

Smart Mobile Phones e

Many young people have smart phones that can connect to the Internet

K25

« Smart phones have built-in cameras

- This allows young people to take a photograph or video clip anywhere and
upload it instantly to the Internet

* Most phone contracts now have huge or unlimited text allowances
« Texting can sometimes lead to cyber-bullying which should be reported
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Messaging and Social Networking £'=

%‘e

Most messaging apps now have built in social networking tools.
Some of the potential dangers for young people include:

* You can sometimes share your location, and see people nearby — this might
allow strangers to know exactly where you are

« Apps that combine imaging and social networking (eg Instagram) encourage
you to post images from your home, school and other places that should
remain private

* Most social networking apps have age restrictions, but don’t check — young
people can be meeting others of any age

How to Share Most social networking sites have privacy controls to

allow you to control who can see what you post and
Your Locationff& oy YoRp
with Friends

These privacy controls are often complicated and
need to be gone through carefully, step by step with
your children

In Google Maps!
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How to Share
Your Locationfd

with Friend
In Google Maps!
Locate your friends Share free messages Meet your Let friends follow your
In real ime with your friends friends easily location on the map
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Digital Footprint 10

e

Oinky use your first name

Do not grve out any
persanal information

Keep your
passiwords and

personal details
private .

rapied

L]
%i’nissinh
Make sure gyou hive

permission to vieus and

5 P's for a positive
Digital Footprint

L0
1ve
Make gure the
infarmation you share

Ect
Keep evndence and don't L& postiie. .
[t P

|::ll..|.|i‘|_:|I bl Tell an aduit

ghare information online,

When you search and
interact online, a trail

of infe is left behind.

Digital footprints can be

helpful or harmful to
your reputation both
now and in the future.

Always think before
you post online.

Googling yourself
can be a worthwhile
exercise.

9 Keep personal details

private and control the
privacy settings on
your accounts.

THINGS TO KNOW ABOUT
DIGITAL FOOTPRINTS

Elements of your digital
footprints can be
searched or shared.

Once online, things
can exist forever

(even if deleted).

Personal information or
6 opinions sent to one

person can be shared

with a larger audience.

8 Old or inactive
accounts should be

disabled or deleted.

I Be mindful of the
digital footprints of
others (e.g. Ask before
tagging photos).



Online Games B

Many game consoles and hand held devices can connect to the
Internet

 Players can play together and compete online
«  Players are often playing with complete strangers in different countries

so need to be careful about sharing personal information
« Consider using speakers rather than headphones for your child so you
can hear the conversations they are having with other game players

*  Young people can spend a lot of time playing computer games — time needs to
be organised and managed — you can say NO!




Getting Help with Online Games

Shop Biog Condsclus My Acoount

=& International

(. Childnet

¥Wyhal do | nedd to kno?

Cniine gaming is hugely popular with children and young peopla. st help?
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Age Limits and Parental Control %

Gangstar Vegas

4 )

You can set age limits for
downloaded apps and media, or
restrict access to downloads
completely

Gameboit

iMore B & a

Emertainment I
& Settings
s MASTERIG PR RENTAL COMTROLS

How to restrict iTunes, iBooks,

CGENERAL

£ Movies

- Auto-update apps and more with parental
iyt gpsin controls for iPhone and iPad

8  Newsstand Add icon to Home screen Keep your kid 1

E Kty accoun

Clear local search history

Remave searches that you have performed from
this dev
Wty wishlist
HOTIFICATIONS
@ Redeem
App updates available
Hotdy wheen app updales are available
- Peaple
Apps were auto-updated
o Settings Nodify when apos ane automatically
updated
USER CONTROLS P -.I'lrr.-'\-':ul Contrals, alsg known o
Help & FeedBack Restrictions, let you manage which
fectuwes, apps, ond content your kids con and
Parental controls oot oooess onthe iPhone or iPod. Thot
Parent guide For apps and content in Goagle Piny includes the iTunes Store, which sells music

rmavies, gnd TV shows, the Books Stohe, which
FIPQLIII'E authentication for DLIFEhEIS\ES dels abocks. and the App Stor, whesh salla
thmugh Google F 71 thiz
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Cyber-Bullying

“Cyber bullying (also called 'online bullying') is when a
person or a group of people uses the internet, email,
online games or any other kind of digital technology to
threaten, tease, upset or humiliate someone else.”

Childline website




What does cyber-bullying look like2 %

Problems include:

Whe de you think is the ugliest girl in the school? Vote here! |52 votes total]

Caety (5) | B9
Tina (11) KPS
Kate (33} _SG\
. Melanie 2) B
* abusive comments Pt -

* rumours and gossip
* voting and polls

* nasty pictures

e threats

* blackmail

* stolen identity

n Facebook
check out this

o® Hali Carlie wrote on
+ ‘ your timeline: You are so picture | took of
worthless why do you Chris when he

even hove a Facebook! wasn't looking..
He's so pathetic

wb"p\
gr¢ gﬁ’
we

Cyberbullying is using technology
devices such as a mobile phone or a
social media or private website to
deliberately target someone,

N



Strategies for children and familigs:

It is important that children feel able to talk about cyber-bullying with parents, family members and
staff at school. It is vital that their concerns are investigated and that they feel they are being listened

to.

*STOP
Don't do anything. Take a few minutes to calm down.

*BLOCK
Block the cyber-bully or limit all communications to those on
your buddy list.

eTELL
Tell a trusted adult, you don't have to face this alone.

If parents think that a child in their
family is being bullied, online or in
person, then they should discuss it with
the school as soon as possible.




Children who are involved in
cyber-bullying...

Being part of bullying someone

Sometimes children are part of cyberbullying without realising. There can
be a lot of pressure from other children to “join in” and it is difficult to stop
once you are part of it.

Children should be encouraged to share what they are doing online,
how they feel about it, and what their friends are doing.

A ‘no blame’ approach to discussions might be useful to support
children to tell an adult if they know that someone is being bullied

online.

unicef &
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Bullying and cyberbullying s
Keeping children safe :

CYBER BULLYING e
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Keeping Safe online at school £
Your children’s school keeps children safe online by:

« Having an internet filter to stop children seeing
unsuitable material

« Only allowing access to the Internet when
supervised by an adult

« Teaching children how to use the Internet safely
using the Kidsmart SMART rules and
resources

« Asking children to sign an agreement form Online Safety
saying they will follow the e-Safety rules

« Having web links for parents and children on the
school website

« Having an Online Safety policy for all staff and
pupils

Policy

LONDON

GRID FOR LEARNING




Keep safe by being careful not o give out parscnal
information when you'ne chatting or posting online
Pemsonal information indudes your emall addrass,
phons numbar and password.

Mesting someana you have only been in touch with
online can be dangerous. Only GO 50 with your parents’
Of carers’ peemission and even then only when they can
be présent. Remember online fdends are sill

avan If you have bean taiang o them for a long time.

Accepting emalls, IM messages, or opening fllos,
pictures or lexts from pecpie you don't know or trust can

lsad lo problems - they may contain viruses or nasty

Someana online might e about who they are and
information on the intermat may not ba trus. Aways
check information with other websiies, DOOKS of
SOmeond who knows. If you ke chatting online it's Dest
10 only chat 1o your real workd Fends and family

Tell your parent, carer or & trusted adult if someons or
something makss you feel uncomioriable or worred, o
If you or scmeane you know is baing bullied online.

Kidsmart

NS
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http://www.kidsmart.org.uk/

Keeping safe online at home R

You can help keep your family safe online by:

*  Finding out what your children do online — and sharing it with them

«  Going online together — ask them to teach you

«  Making sure internet access is in a shared family room — not a bedroom

«  Learning about the Internet, computers, email, online shopping etc

«  Setting time limits for being on a computer, game console or mobile phone
«  Being clear about your family rules about using the Internet

«  Reminding children not to share personal information on the Internet

-  Listening to your children if they want to share their experiences or
problems

«  Taking cyber-bullying seriously and supporting your children




What apps are they using?

Young people use many different apps, social networks and online games, and it can be
hard to keep up!

O, © NSPCC Net Aware:)) e T

There are several websites that help parents to Your guide to the
. ) social networks
find out about different apps. You can search by your kids use

Stay up to date and keep your child

device, or the name of the app, and get
information and guidance about potential
dangers, issues and how the app works.
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Find out more... £

Visit the website of the app your child is using and look for
parental guidance, information and support sections

kik- =D
@ musical.ly

yvour video social network

musical.ly

Kik's Safety Guide for Parents
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Safe places for children online

There are a range of places that young people can explore
social networks, online games and other activities more safely.

They are often moderated or ‘watched’ by adults to make sure qr“P_ATf"H
everyone keeps to the rules. F
Remember though — young people must still avoid sharing
personal information and meeting people they don’t know.

© YouTube Kids
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Safe Searching

You can make Google safer by using the Safe Search
settings.

Setting this up will help to reduce the number of adult and
inappropriate websites that come up in a Google search

Google

Terms Settings

Google
Search Settings

SafeSearch Filters

Larguages St Search Con Pasip you binck supproprats [ sapscd msges. from your Googie Ssarch e, The
SaleSearch Mted mn' 100% acturaie. bul i helps you geosd mos! voiend and adull oonbesn
Mg

Turm on SaleSearch  Loch SalaSearc




Parental controls f

How to use TalkTalk HomeSafe®

HomeSafe® s quick and sasy 1o 52t up. There's no software to install, and &
COESAT SE0W YOUT COMPUIETS OF devides cown. Best of akl, I's free. a5 part of your
TalkTalk serdice,

For instructions on how o use TalkTall HomeSafed plesse click through the
beeloww tabs for meare information. B vou would Boe 1o read mone about
HomeSafel, take a look at our HomeSale®: oeerview for more information

Koepirg youl children sale onlng matters!
AT%, of chidren mged 215 ows hew own lablef Thal's wity we supoor interet
k. iy B b Tl iyl i Pl i S K ol s LR (i

Eids Safe is part of our free HomeSale® package designed 1o proedt
children online. We've made this feature easy to control via My Aocount
50 Yo £an adjust 1 1o your family’s needs
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CONTENT LOCK AND
ORANGE SAFEGUARD

Content Lotk on EE helps to keep you and yourd childven

Orange T-Mabile

safe anline by bBlocking 18-rated content

W have throe settings - Strict. Moderabe and Off so you
can choose exacthy wiat bevel of security you'd like

Please noke: All new and eadsting accounts with Content
Lock enabled have the "Mocerale” setting applied by

default. Cantent Lotk is anly sctivated whish yau're using
Ul AEhwork - not whan youre using WiF




Locking your smart TV g5

Sky Broadband Shield
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Watliin: FRAT
Lock serwice

Lock the selected item?
Enfter password.
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Viewing
PIM protect movies according to their certificate - U, PG, 12, 15 and
18.

Viewing Channel  Other

Universal (U}

Parental Guidance (PG}
12 Years or Over (12

15 Years or Over (15)

Adult Viewing (18)




Getting Help

Resources Shop

Blog Contact us Wy Aoooum
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Whal do | nead 1o know?

Welcome parents and carers! In this section you will find all the information you need i

to keep your child safe online.

Hot topics

Whether you're puzzied by pesental controls or would 1&e to knaw more about gaming, this section can help, We
all kmow that it can sometimes ba challenging fo keep up o speed with what children and young people ane doing
anling, Luckily on this sita you'll find a whole host of usaful ways 1o keep your chikd safa.

Things 1o do

Hawve a corversation

Essential advice:
Hot topics...

Parental controls
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Parents: Supporting Young People I

Online (Leafiets)

Gaming
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O, © NSPCC
Net Aware: 15

e.g. Facebook

Your guide to the
social networks
your kids use

Stay up to date and keep your child
safe in today's digital world

2 May 2018 Sign up to our newsletter to hear
about new social netwarks, a
Fortnite: all you i

and games

Sign up now

Most Popular
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matters.org

ISSUES ADVICE CONTROLS EXPLORE SCHOOLS BACK TD

Helping parents keep their children safe online

Learn about online

¢ safety with parent aJn "

child e-safety app 1\

What age specific advice is available for my child?

Whatever their age, we can help you to find out more about what your children might be doing

online and give you some simple, practical and easy advice on the steps you can take as a
parent to keep them as safe as possible.

5

0-5 6-10 n-13 T4+

READ THE GUIDE READ THE GUIDE READ THE GUIDE READ THE GUIDE




Useful links on the school website
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Other resources

QW o .
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For advice, help or to make a report visit our

safety centre




Thank you

Marion Reilly






